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0000 OO0 Thislogical behavior (which helps ensure that administrators will always have full control of
the running code on the system) clashes with the system behavior for digital rights management require-ments
imposed by the media industry on computer operating systems that need to support playback of advanced,
high-quality digital content such as Blu-ray and HD-DVD media. To support reliable and protected playback of
such content, Windows uses protected processes. These processes exist along-side normal Windows processes, but
they add significant constraints to the access rights that other processes on the system (even when running with
administrative privileges) can request. Protected processes can be created by any application; however, the
operating system will allow a process to be protected only if the image file has been digitally signed with a special
Windows Media Certificate. The Protected Media Path (PMP) in Windows makes use of protected processes to
provide protection for high-value media, and developers of applications such as DVD players can make use of
protected processes by using the Media Foundation API. The Audio Device Graph process (Audiodg.exe) is a
protected process because protected music content can be decoded through it. Similarly, the Windows Error
Reporting (or WER, discussed in Chapter 3) client process (Werfault.exe) can also run protected because it needs
to have access to protected processes in case one of them crashes. Finally, the System process itself is protected
because some of the decryption information is generated by the Ksecdd.sys driver and stored in its user-mode
memory. The System process is also protected to protect the integrity of all kernel handles (because the System
process' handle table contains all the kernel handles on the system).
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